N
i E . Vi ir@werT
Cioos @Otfiosiax (gmnemree

BitStorm

Standard Operating Procedures
Data Transfer
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oos Customer Info M

* Ask the customer if the hard drive is making any sounds
— Clicking
— Scratching
— Screeching
 Has the hard drive been in any of these conditions
— Fire
— Water
— Dropped
* |f the answer to any of these questions is YES the hard drive
must be sent to CPR Tools as an Advanced Plus

* Applying power to drives with these symptoms can render
the data unrecoverable!
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s Legal Indemnification (e

Data Recovery & Security

Congratulations!

L] L]
® I h I S d O C u I I l e nt eX p I a I n S Based on your selections, we recommend attempting this data recovery in-store

Customer has Equipment/Data Ownership-Rights: Customer warrants and represents to

. OfficeMax that customer has owner rights and/or has the right to be in possession of all
t e St O e rs r I t S equipment, data or software furnished to OfficeMax and customer will defend at its own
C u I I l expense, such claims against OficeMax or its subcontractors. All data /equipment shall

remain property of the custamer.

o Customer agrees to hold 0 orits for any further
caused in its ion | y Efforts: OfficeMax o its subcontractors shall

not be liable for any damages including loss of data, loss of profits, whether incidental or
consequential, or directly or indirectly fram damages arising from this engagement and will
have no liability for any customer or third party directly or indirectly that equipment and / or

[ [ [ [
data was damaged or rendered unusable during or after service with OfficelMax or its
subcontractors or in transit ta or from OfficeMax or its subcontractors.
.
Customer agrees to indemnify, defend, and hold harmless OfficeMax, its subcontractors,
S I g I I S e a g re e I I | e I l affiliates, respective officers, directors, employees and agents (hereafter known as

RELEASEE) from and against any and all losses, costs, obligations, liabilities, damages.

actions, suits, causes of action, claims, demands, liens, encumbrances, security interests,
settlements, judgments, and ather expenses. (including but not limited to cost of defense

M settlement, and reasonable attorneys’ fees) of whatever type or nature, including, but not
e O re WO r e I n S limited to, damage or destruction to property, injury (including death) to any person or persons.
which are asserted against, incurred, imposed upon or suffered by RELEASEE by reason of,
or arising from: (a) Customer's breach of this Agraement; (b) Customer's actual or alleged

infingement of any patent, copyright, trademark, trade secret or other property or contract right
of any ather person; (c) Customer's actual or alleged failure to promptly pay sums due

. .
[ RELEASEE or third parties; (d) Customer's failure to camply with applicable laws, regulations
or ordinances: or (g) the acts or omissions of Customer (or its officers, directors, employees or

agents).

copy automatically upon
accepting the terms and
clicking ‘NEXT’

http://www.cprtools.net/omx/

Copyright CPR Tools 2014



o
@"ﬂﬂLs \ g | PWERT&CH

The Software

Introduction
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®fans  BitStorm Transfer — Wrew=

e Go to website and
download tool

— www.cprtools.net/omx

* Place BitStorm Transfer

tool on a new thumb Generic
. Thumb Drive
drive

Copyright CPR Tools 2014
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File Transfer n_
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Bfoms  What you will need e

& O

Customer’s External USB Customer’s
OLD Computer Drive NEW Computer

Generic
Thumb Drive
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L[g;?aal.s What it will look like — (=@wesree

OLD COMPUTER NEW COMPUTER
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Data Transfer Steps
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o BitStorm Preparation
C$700LS

Steps

vv N
Qh J | PWERT&CH

1. Download BitStorm Transfer Tool from website
www.cprtools.net/omx
2. Place BitStorm Transfer Tool onto a new thumb
drive (you cannot use BitStorm boot thumb drive
because it cannot be seen by Windows)
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TRANSFER FILES FROM OLD
COMPUTER




. )
s  Boot OLD Computer — (revese:

e Boot the customer’s
OLD computer into
Windows

* |nsert BitStorm File
Transfer thumb drive

* Plugin USB external
drive (to copy files to)

tboot then this is a data recovery and must be charged accordingly -
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) Insert BitStorm Transfer (#-ewesreo:
@ﬂms se Sto | anster  (¥-e
Thumb Drive

i
[ 42 || Search oRVE (E) 2|
=

» Computer » DRIVE (E:)
()l » comp 3
i n Newfolder [=-] m @

W Favorites

* Once Inserted double | = ¢

click the executable |
e StormLauncher.exe e
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Ctoos Pop UP i@

r@ User Account Control ﬁ1
o I Do you want to allow the following program from an
Depending on the y g prog
unknown publisher to make changes to this computer?
O pe ratl n g SySte m yo u Program name:  Stormlauncher.exe
o Publisher: Unknown
may See th IS pop u p File crigin: Removable media on this computer

(v) Show details Yes || Mo |

Change when these notifications appear

e (Click “Yes” :

14
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o 5 Start Transfer () @vesres-

Data Recovery & Security

— _ _
. BitStorm Utilities Lo

: ErEWN St
e Click on “Start Data e NGt € o rsectremr-

Tra n Sfe r o 7 Start Data Transfer

Click here to launch the data transfer application.

The application will prompt you to choose whether this is the Old PC or
the Mew PC.

Create Data Transfer Flash Drive L

[ Click here to prepare a USE flash drive to run the data transfer
| ! application.

Do this if the Old PC andor New PC does not have a CD drive

Get BitStorm Updates
Click here to download the latest BitStorm Virus Definitions and program f
q updates to a USB flash drive.

DO MNOT use the BitStorm USE flash drive to store the updates!

Copyright 2014 v1.0.3
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ta Recovery & Security

BitStorm Transfer Wizard ===

L\ Sforsmm

Transrer Uizard

. Operation Steps

Stept:EULA Customer has Equipment { Data Dwnership - Rights: Customer warrants and represents to CPR Tools that customer has
P owner rights and / or has the right to be in possession of all equipment, data or software furnished to PR Tools and
customer il defend at its own expense, such daims against CPR Tools or its subcontractors. All data / equipment shall

o “" ”
) Customer agrees to hold harmless CPR Tools or its subcontractors for any further damages caused in its Evaluation /

Recovery Efforts : CPR Tools or its subcontractors shall not be liable for any damages induding loss of data, loss of
profits, whether incidental or consequential, or directly or indirectly from damages arising from this engagement and wil
have no liability for any customer or third party directfy or indirectly that equipment and [ or data was damaged or
rendered unusable during or after service with CPR Tools or its subcontractors or in transit to or from CPR Toals or its
subcontractors.

Customer agrees to indemnify, defend, and hold harmless CPR Taals, its subcontractors, affiiates, respective officers,
directors, employees and agents(hereafter known as RELEASEE) from and against any and all losses, costs, obligations,
ligbilities, damages, actions, suits, causes of action, daims, demands, liens, encumbrances, security interests,
settlements, judgments, and other expenses, {induding but not limited to cost of defense, settlement, and reasonable
attorneys' fees) of whatever type or nature, induding, but not limited to, damage or destruction to property, injury
(induding death] to any person or persons, which are asserted against, incurred, imposed upen or suffered by

EASEE by reason of, or arising from: {a) Customer's breach of this Agreement; (b)Customer's actual or alleged

. l( infringement of any patent, copyright, trademark, trade secret or other property or contract right of any other person;
. (c) Customer's actual or alleged failure to promptly pay sums due RELEASEE or third parties; (d)Customer's failure to |
comply with applicable laws, regulations or ordinances; or () the acts or omissions of Customer (or its officers,

directors, employees or agents).

agree to the above terms and conditions

Copyright 2014v1.0.3
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5
s  Select Which Computer  (Yirevesrer

i Transfer Wizard u

| N\ S o

Transrer Uizard

* Select “Click here if this | e

Accepted Click here if this is the OLD computer

is the OLD computer E '

Click here if this is the NEW computer

17
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‘&’r’ms Select The User Account (Y r@werrech

= =50
e Select which User A e
account to transfer files | == . N
from ||

* The customer may also
specify a folder or files

— Find out how on next
slide
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o 5 Select More Folders (Y} -@werrea:

BitStorm Transfer Wizard ===
* Click the folderand +to | M., .. 1
add more user folders B —
and files | T =T~
* The customer must tell .
you what folders if they 1
are not the Windows | dﬁmm ]
defaults , I i I
— Defaults include . ) i) [y
Documents, Music, |

Pictures, Videos —
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pm Additional Folders

“y‘ . PAWERTE&CH
A
&] Data Recovery & Securlty : ;‘ ! I e Cte d

[ BitStorm Transfer Wizard ==
e The USER “John

Benkert” was selected | &\

Step 3: Select Account(s)

e The additional folder
o H D Inve n tory ) Was % C\ers\loh Beber D esAE D Inventory
selected

* Once all selections are _ .
complete click “Next”
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i s Location for Files (Yl r@werrecr

* Select the USB external [~ =
hard drive | A e

|| Operation Steps
I S“i\pcl;sgf Select a location to store the customer 's data

Step 2: Old/New PC ~
Id Computer m
Step 3: \CCH s DRIVE (E:
| . . PR
. I f t e d r I Ve I S I I Ot Step 4: Storage Device

available check
connections and rescan

* Click “Next” _ R ——
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s Verify Settings () @rerrecs

- -
BitStorm Transfer Wizard =50

| rtE S o

Transrer Uizard

|| Operation Steps

Step 1: EULA
I i\pccepted Verify the following settings and click 'Go' to start the transfer

Step 2: Old/New PC This is the Old Computer
Old Computer

. O I | tt I h stepdiselect Acconntis) sal‘J’:’ra;aD::zn;!:: [C:\Users\John Benkert]
n C e a S e I n g S a Ve Source Data Selected

Step 4: Storage Device Store data in the following location: [EASTORM_XFERY]
DRIVE (E:)

been verified click “GO” | e

Prev k Go J Cancel

Copyright 2014v1.0.3
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[&F;‘FUHLE CO m p | ete ‘bgtp@wsn'rccn—i

* Once completed click _

o V4
D one | rtE S o

Transrer Uizard

|| Operation Steps
:Step 1: EUI

e |fthere are errors run Ear=——
process again e E

* If there are still errors
or process is unable to T | —
complete the drive
needs to become a data
recovery and be
charged as such
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TRANSFER FILES TO NEW
COMPUTER




E U LA | AV | PBWERTECH

ta Recovery & Security

BitStorm Transfer Wizard ===

L\ Sforsmm

Transrer Uizard

. Operation Steps

Stept:EULA Customer has Equipment { Data Dwnership - Rights: Customer warrants and represents to CPR Tools that customer has
P owner rights and / or has the right to be in possession of all equipment, data or software furnished to PR Tools and
customer il defend at its own expense, such daims against CPR Tools or its subcontractors. All data / equipment shall

o “" ”
) Customer agrees to hold harmless CPR Tools or its subcontractors for any further damages caused in its Evaluation /

Recovery Efforts : CPR Tools or its subcontractors shall not be liable for any damages induding loss of data, loss of
profits, whether incidental or consequential, or directly or indirectly from damages arising from this engagement and wil
have no liability for any customer or third party directfy or indirectly that equipment and [ or data was damaged or
rendered unusable during or after service with CPR Tools or its subcontractors or in transit to or from CPR Toals or its
subcontractors.

Customer agrees to indemnify, defend, and hold harmless CPR Taals, its subcontractors, affiiates, respective officers,
directors, employees and agents(hereafter known as RELEASEE) from and against any and all losses, costs, obligations,
ligbilities, damages, actions, suits, causes of action, daims, demands, liens, encumbrances, security interests,
settlements, judgments, and other expenses, {induding but not limited to cost of defense, settlement, and reasonable
attorneys' fees) of whatever type or nature, induding, but not limited to, damage or destruction to property, injury
(induding death] to any person or persons, which are asserted against, incurred, imposed upen or suffered by

EASEE by reason of, or arising from: {a) Customer's breach of this Agreement; (b)Customer's actual or alleged

. l( infringement of any patent, copyright, trademark, trade secret or other property or contract right of any other person;
. (c) Customer's actual or alleged failure to promptly pay sums due RELEASEE or third parties; (d)Customer's failure to |
comply with applicable laws, regulations or ordinances; or () the acts or omissions of Customer (or its officers,

directors, employees or agents).

agree to the above terms and conditions

Copyright 2014v1.0.3
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5
s  Select Which Computer  (Yirevesrer

i Transfer Wizard u

| N\ S o

Transrer Uizard

* Select “Click here if this | e

Accepted Click here if this is the OLD computer

is the NEW computer E '

Click here if this is the NEW computer

Copyright CPR Tools 2014



L[g;raal.s Select Folder (Y r@wesrecs

* There may be several e =
folders if you use the EEN St crm

Transrer Uizard

Operation Steps

S a I I l e U ; B exte r n a I I l a rd St?cl;sgf Select the drive that contains the customer’s data
Step 2: Old/New PC 5
° New Computer m
d r I Ve Step 3: Select Source DRIVE ()

* Select the latest by time

Select the folder that contains the customer’s data

s 2_1: [Created: Wednesday, July 09, 2014 4
° |_XFER_3
I C e X STORM_XFER_0 : [Created: Wednesday, July 09, 2014 4:27:35 P/
Wednesday, July 09, 2014 4:25

should NOT retain customer data after transferring 27
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ooLs Select the User (Y)r@wenres:

- -
BitStarm Transfer Wizard [

LErE\ S Eormm

e Select the User on the ey Sy

Operation Steps
St?:;:;sglaﬂ Select a User Account to restore to

new computer san: g [] '

New Computer
| John Benlert]

Step 3: Select Source
EASTORM_XFER_1

* Click “Next” o

Prev H Mext i[ Cancel
Copyright 2014 v1.0.3
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o5 Verify Settings ~ rew=

- N
BitStorm Transfer Wizard S

ErfEA\SEorrmr

Trorrsrer izoro

Operation Steps

Slﬁl;sgj\ Verify the following settings and click 'Go' to start the transfer

* Once all settings have e | TG

Restore data from: [EASTORM_XFER_1] to User Account: [C:\Users\John
Step 3: Select Source Benkert]
E:\STORM_XFER 1

been verified click “GO” | s

Step 5: Confirm

Prev ]E Go | [ Cancel

Copyright 2014 v1.0.3
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- -
BitStorm Transfer Wizard =50

* Once completed click
“Done”

| rtE S o

Transrer Uizard

Operation Steps

I Accepted File Transfer Progress

Step 2: Old/New PC

* If there are errors run e 2

Source Data Selected

Step 4: Storage Device

process again

Step 5: Confirm
Ready

Transfer Complete

Step 6: Copying

100.00% Complete [Current file: 11 of 11]

Copyright 2014v1.0.3
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Ctoo.s Need Help?

e Visit Our Support Website

e Email

—_— Omx@ CprtooIS.net Hard Drive Recovery Senvices

— http://www.cprtools.net/omx

Service Options  Help Me Decide

Training Guide Print Entire Site

| AV | PBWERTECH

Ship to CPR Tools

Order XDR Media

P@WERTECH

Upgrade to Advanced Plus

» PClLaptop

* FREE DIAGNOSTIC

Basic

+ Uses Patented
Technology

« Usually done in hours
Versus weeks

I | = Never leaves the store

= USB External Storage Devices

— 1-863-674-0120

Advanced

+ Damaged storage devices (water,
fire, dropped, efc.)
« Uses patented technology
= Safelytransported and recovered in
our partner faciliies
o Over 25 years of data recovery
experience
Insured and Bonded company
Secure facilities
All employees background
checked

Data Recovery Portable Device Services

* Portable Flash Devices
« FREE DIAGNOSTIC

Basic

* Uses Patented
Technology

» Usually done in hours
versus weeks

= Never|eaves the store

Advanced

Damaged storage devices (water,

fire, smashed, etc.)

Uses patented technology

Safelytransported and recavered in

our partner facilities:

o Over 25 years of data recovery
experience

o Insured and Bonded company

o Secure facilities

o All employees background
checked

Data Transfer
+ Seamless PC Upgrades

— 10am-="7pm

* Audit Trail and Cerfification

* SECURE

Hard Drive Data Eradication

* Erased to Government Standards

Data Recovery Service Plan
« 1 year of protection against data loss

| Return to Main Page |

— Mon-Fri
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